Employer Alert: Be Aware of a New Scam Email

[image: A screenshot of a scam email requesting personnel records from employers]Employer Alert About a New Email Scam Requesting Employment Records
Please be aware of a recent scam email with the subject line: “Follow-Up: Submission of Employment Records – Action Required by Oct 27, 2025”
[bookmark: _Hlk212553850]The email requests employment separation records for all personnel from 2015 to the present. The email also links to a webpage portal that is designed to look like TWC’s Employer Benefits Services (EBS) application.
This email is NOT from TWC. The portal is NOT a valid TWC webpage. Do not upload any files to this fake portal.
REMINDERS:
· TWC sends emails only from @twc.texas.gov and @public.govdelivery.com
· TWC sends information to employers in English only, not Spanish
Cybercriminals use phishing attacks to get past spam filters and virus-detection systems. Scammers can mimic an official TWC web application, so that it looks exactly like TWC’s Employer Tax Services or Employer Benefits Services. TWC reminds employers to be aware of possible scams.
If you think you have encountered a scam or have questions, submit an external contact request here: https://apps.twc.texas.gov/EXTCBK/ecrs/employer
Want to verify this email came from TWC? Go to TWC’s website (www.twc.texas.gov) and search for “Scams.” Select the search result for the “Avoiding Scams & Schemes” webpage. You will find a copy of this email under “Valid Notices Sent to TWC Customers.”
image1.png
From: Texas Workforce Commission <reply@twe,support>
Date: Mon, Oct 27, 2025 at 8:08 AM

Subject: Follow-Up: Submission of Employment Records - Action Required by Oct 27, 2025
To:

This is a friendly reminder regarding our previous request for e

ment records sent on October 21, 2025, as part of the h&
force Commission (TWC) review under Toxas Labor

Our records indicate that the requested doc yn been
submitted.

This message serves as a mllaw our prior correspondence

regarding employmes n records. As noted, please provide

ploy; s who from your

organizatign fr tothe present, regardless of the reason. The

reason aration does not change the reporting requirement.
include all data your

ing to their employment and separation. If any records o
information are unavailable or incomplete, simply note any gaps and

provide what you do have.




