Alert to Employers: Be Aware of a New Scam Email
OCTOBER 29, 2025
October is Cybersecurity Month, and although October is nearly over, that doesn’t mean you should stop being vigilant about cybersecurity. Scammers are always creating new ways to get your information.
TWC is aware of a recent scam email targeting employers. Its subject line is “Follow-Up: Submission of Employment Records – Action Required by Oct 27, 2025.” The email was sent from an address outside of twc.texas.gov; it is NOT a valid TWC address. It told employers to submit all employment separation records since 2015 to an online portal. The email linked to a webpage designed to look like TWC’s Employer Benefits Services (EBS) application. 
Although the page looked like the EBS application, it was a fake page not associated with TWC. This is another common scam tactic: a fake page that resembles the legitimate website of a trusted source, such as a government agency or bank. 
If you think you have encountered a scam or have questions, submit an external contact request: https://apps.twc.texas.gov/EXTCBK/ 
What Makes an Email Look Suspicious? Tips for Spotting a Fake
· Urgency: Scammers try to steal Personally Identifying Information (PII) and banking information. They pressure you to act quickly by presenting a problem, giving a short deadline, and scaring you with consequences for failure. This email gave a very short deadline and threatened legal action for non-compliance.
· Fake Links and Email Addresses: Scammers can create email addresses or webpages that look like TWC’s site. Remember these two rules: 
1. Ignore what the email, text, or website looks like (including images, company names, and logos).
2. Instead, find out where the links in the email or text lead. Double-check the web address (URL) to make sure it matches the address of the organization it claims to be from. You can hover over a link to see the URL without clicking it.
To be safe, NEVER click a link from an email or text. Open a web browser and input the web address. All TWC links and apps will be part of the TWC website: https://www.twc.texas.gov/. Commonly-used pages for employers include:
· Unemployment Tax Services (UTS): apps.twc.texas.gov/UITAXSERV/security/logon.do
· Employer Benefits System (EBS): apps.twc.texas.gov/EBS/security/logon.do
· Claimant Document Upload Portal: https://mft.twc.texas.gov/form/UIsubmissionENG
· Employer Document Upload Portal: https://mft.twc.texas.gov/form/UIsubmissionEMP
Consider bookmarking these pages for future reference. You can also search the TWC website for the page you need. 
